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Cyber terrorists can exploit vulnerabilities in cyber
defences to disrupt business operations and damage a

company’s reputation. With more employees working from
home, coupled with an increase in services and

transactions online, cyber threats are more prevalent than
before. Here are some ways to strengthen your cyber

defences and ensure that your digital infrastructure is well
protected.

UNDERSTANDING YOUR RISKS

An integral part of risk assessment involves identifying, analysing
and evaluating potential threats specific to your business. Create

an inventory of all logistical assets of your critical systems and
identify threat events that could exploit your assets’ vulnerabilities.

Thereafter, select an appropriate risk response action, such as
investing in technical security solutions or cyber insurance.

SETTING UP CYBER SECURITY

Deploy antivirus software and constantly monitor your IT assets to
ensure software updates are up-to-date. Important data should

also be backed up offline regularly .

ESTABLISHING A
WORKPLACE CULTURE

Employees are a key part of a business’ defence against any
threats. Employee-focused security measures such as employee

engagement and training are essential in raising awareness among
staff on the importance of cyber security measures, such as using a

strong password, spot signs of phishing, reporting suspicious
emails, using anti-virus software, and updating software promptly.

Visit MOM SGSecure website for more resources.
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